Homework Assignment 7
ECE 151/ CMPSC 171 - Spring 2014
Due Tuesday, May 27, 5pm
Note: Monday, May 26, is Memorial Day (a Holiday)

1. Consider th&erberos Authentication System given in Lecture 13, Slides 7 and 8.
(@) Why is the nonce (timestamplsed in message 67?

(b) Why is the nonce (timestampgncrypted?

2. Consider th®iffie Hellman Key Exchange Algorithm, given in Lecture 13, Slide
22 as corrected, with the values= 19, g = 4, z = 3 andy = 6.

(@) Show the specific numbers that Alice and Bob send to edwr ot Steps (1) and
(2) of the algorithm.

(b) Show that Alice and Bob construct the same shared seeyahkSteps (3) and (4)
of the algorithm.

3. Consider araccess control matrixM and the correspondingccess control listA
andcapability list C.

(@) Explain the relationship betweér and A, and the relationship betweéd andC.

(b) Explain how a server uses an access control list for aacbbj to allow/disallow
access to the obje€l by a subject (cllent).

(c) Explain how a server uses a capability list for a subjeleigt) S to allow/disallow
access to an object by the subjéct

4. (a) Inadistributed object-based systemdescribe the purpose of tktub on the
client-side and thekeletonon the server-side.

(b) Explain what is meant bsnarshalling andunmarshalling of messages.

5. Describe two different ways in which tf&)B component modelsupports interac-
tions between EJBs.



